CONSTI

SUPPLIER REGISTER

This Privacy Notice describes, among other things, the personal data contained in the register, the
legal bases for processing personal data, and the rights of data subjects.

Last updated on 26 November 2021 at 15:17.
Data Controller

Consti Plc

Valimotie 16

00380 Helsinki, Finland
asiakaspalvelu@consti.fi

What are the legal bases and purposes for processing personal data?

The processing of personal data is based on a legal obligation, the preparation or performance of a
supplier agreement, or another legitimate interest of Consti.

Personal data is processed for the following purposes:
e Fulfilling our statutory obligations
¢ Fulfilling contractual and other commitments and obligations
e Managing our supplier relationships

What personal data do we process?

In connection with the Supplier Register, we process the following personal data relating to
suppliers:

e Basic information about the data subject, such as name and tax number
e Contact details of the data subject, such as email address and telephone number
e Information relating to the data subject’s permits, qualifications and inductions

¢ Information relating to access control at construction sites, such as the data subject’s arrival
and departure times

Where do we obtain personal data?
We obtain the information from the data subjects themselves.

In addition, for the purposes described in this Privacy Notice, personal data may be collected and
updated from publicly available sources and based on information received from public authorities or
other third parties, within the limits of applicable legislation. Such data updates may be carried out
manually or automatically.
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To whom and where do we disclose and/or transfer personal data?

We disclose information to the tax authorities to the extent required by law.

We use subcontractors that process personal data on our behalf. We have partially outsourced our
IT management to external service providers, who's managed and secured servers are used to store
personal data.

As a rule, personal data is located within the EU/EEA. Some of the IT systems and services used by
Consti are provided by international service providers, in which case personal data may be
transferred outside the EU/EEA in connection with the provision of these services. In such cases,
Consti has ensured that the transfers are protected in accordance with the requirements of the EU
General Data Protection Regulation (GDPR).

Who may process my personal data and how does Consti protect it?

Access to the information contained in the Supplier Register is restricted to persons who are
authorised to process such information as part of their work. Each user has their own username and
password for the relevant systems.

The information is stored in databases protected by firewalls, passwords and other technical
safeguards.

Does Consti use automated decision-making or profiling?
Consti does not use automated decision-making in relation to data subjects.
How long do we retain personal data?

We retain personal data for as long as necessary for the purposes for which the personal data is
processed.

We regularly assess the need to retain personal data, taking applicable legislation into account. In
addition, we take reasonable measures to ensure that the register does not contain personal data
that is incompatible with the purposes of processing, outdated or inaccurate. We rectify or delete
such information without undue delay.

What are your rights as a data subject?

As a data subject, you have the right to access the personal data concerning you that is stored in the
register and to request the rectification of inaccurate information or the deletion of your data where
there are legal grounds for doing so. You also have the right to withdraw or modify your consent.

In accordance with the General Data Protection Regulation (GDPR), as of 25 May 2018, you also
have the right to object to the processing of your personal data or request that its processing be
restricted, as well as the right to lodge a complaint concerning the processing of personal data with a
supervisory authority.

Who can | contact regarding data protection?

All enquiries concerning this personal data register or this Privacy Notice should be submitted in
writing to the designated contact person by post or email.

Heikki Untamala
Valimotie 16, 00380 Helsinki

tietosuoja@consti.fi
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